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Abstract: Aiming at the problem that sybil attack has great harm to block chain technology, a method to improve the
PBFT algorithm in the alliance chain to defend against sybil attacks was proposed. Firstly, using the idea of consensus
algorithm based on proof of rights and interests, a reputation model was established, the reputation value of each node
accorded to the behavior of each node in the consensus process was calculated, and different discourse rights accorded to
the size of the reputation value was given. Then pre-commit phase was added to the PBFT algorithm to reduce the num-
ber of communication between nodes. The solution through formal analysis and reasoning and security testing shows that
the improved PBFT algorithm can not only effectively defend against sybil attacks in the blockchain, but also make the
performance of the blockchain system in terms of TPS and block generation delay.
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SR E Y Er X R . PGS G AR 2.
TR ID BAKIERTT fAE B AR

0—>{1,2,3}:
<< PRE-PREPARE, 4, d, t, Py, CNIL¢> 0, Bhead™

3) BIATT R 1, 2, 3 WEITHERS I B IIEZ S

) HAR T RURIR & A HER I S, KRl 3
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HoA LAY A5 R AR R A .

1-{0,2,3}:

<< PRE-PREPARE, #, d, t, P, CNIL>,{, Bhcas™

2-5{0,1,3}:

<< PRE-PREPARE, , d, £, P>, CNIL,> 5, Byeac™

3—-1{0,1,2}:

<< PRE-PREPARE, &, d, £, P5, CNILs> 3, Breac™

4) ALV SOBCER AR R S, R
Ry Z Rinersholas  WITEASH ST AS 5y (5 DM SLVUIRES,
JF R i% pre-commit {55 B

1 50:<< PRE-COMMIT, 4, d, 1, P;>y1,<CNIL> >

2-50:<< PRE-COMMIT, 4, d, 1, Py>,,<CNIL>,,>

3 —>0:<< PRE-COMMIT, 4, d, t, P3>,3,<CNIL>,>
0—{1,2,3}:<< COMMIT, h, d, t, Py>,0,<CNIL> ;>

5) RN RIAST fUn 2 0 ¢ A& Y,
MR, BRI RS FAR M1 4525 ) b o

0—c: <REPLY, ¢, ¢, Py, >

(1,2} —>c: <REPLY, 1, ¢, P, r>
4.1.2  Walag s AR

fFH SVO 14BN IR P SGHEA THERE 23 B (1K) e FE
o, BTG, R SRR RN A
TEWIIRIS ZARA R FIRFE AN o« WIS e A T4
PRUERASE 0, AR IL U BURRE, BOE I M.

1) KTEPIA Rk

No |=PK(No, Kno) A

PK(Ny, K1) APK(Ny, Kxa) APK (N3, Kns)
N, [= PK(N, Kn1)
N |= PK(Na, Kna)
N3 |= PK(V3, Ka3)

2) RTHE R R%

K e ) ET R0 RIEAL Y tx, FHFEAEAS Y
(R RN TR, DA S g 45 IR A BE 757 1 AU T
6 UE B S5 [ R AN TS R RIA AR

No |~(h, d, Py, CNILq)

AT SRR T A 0 AR IR R, B uEE AR
BCIX ety Merkel AR ) Fi— DXCER (IG5 H , B0iE
TR I 5 r) Ho A Y AU B

Ny |~(h, d, Py, CNIL,)
N, |~ (h, d, P,, CNIL,)
N;|~(h, d, P;, CNIL3)
3) KTE Bk
B FE VU RSO A Y R R, R

R, Z Ripersholas WIFEAHL T AZ 55 5 B FL LIRS
F R0 W B oA
No < (h,d, Py, CNIL))
No < (h, d, P,, CNIL,)
No < (h,d, Ps, CNIL;)
RN W =Y S
Ny < (h,d, Py, CNILy)
Ny < (h,d, P>, CNIL))
Ni < (h,d, P5, CNIL5)
RIAT i 2 W B BN
N> < (h, d, Py, CNILo)
N, < (h,d, P;,CNIL)
N> < (h,d, P5, CNIL5)
AT 3 WBIIE Bk
Ny < (h,d, Py, CNILy)
N; < (h,d, Py, CNIL))
Ny < (h, d, P,, CNIL,)

4) KBk

No [=#(h, d)
Ny [=#CNIL,)
N, |=#CNILy)
No |=#CNIL;)

N, |=#(h, d, Py, CNIL,)
N, |=#(h,d, Py, CNILy)
N5 |=#(h, d, Py, CNILy)
4.1.3 iReg 4 B AT
MG PBFT Sk 7L 5 &
Ry BRI RS AR 2 Y R AT A T AR
fELIF HLBEBr CNILo AR PN R B B 1) 242 H
P E BT R BE AT Rl Y XK CNIL,
[ N ORI 2 i A (R SR BE RS TA AL KU
WK 24 HbRH SVO #HTE 5 RIAUT .
G, BORERE T AR E R AN Y AR Y

R RE B

Ny |=#h, d)
Ny |=#h, d)
N3 |E#(h>d)

LU, BARAEANT AR RSO 25 b A R SR
Ni < (CNILo, CNIL,, CNIL;)
N> < (CNILo, CNIL,, CNIL;)
N; < (CNILy, CNIL;, CNIL,)
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4.1.4 X HT

W wIa s, I SVO X
HHATIZHEHERE, 0F H R B SUE 753k B F 5 e 11
ZAHbR, AT IR s g e At . FRIREM
P Bt R R

HE ¢: Ny < (h, d, Py, CNILo)FIEYL A HE
Pa[x|, oP<Xx, A4

Nl < (h,d)
NHfERIE A P (X, X, ) D P aX;, T[4
]Vl3 (had)

Hifl ¥ d: Ni| = #(h, d, Py, CNILo)FI{E AT/ B
Plza>Pi=(Plza), 18

Ny |= #h, d) (10)
[FlEE, WTAg

Ny |= #(h, d) (11)

N3 |= #(h, d) (12)

EB’{E%& C: N] < (l’l, d, P(), CNIL()) %D?ﬁl&/&ﬁ,

N; < (CNILy)
A3, A1
N, < (CNIL)
Ny < (CNIL3)

B 41 %
it Bk opdr, WG

Ni < (CNILo, CNIL,, CNIL;) (13)

N, < (CNILo, CNIL,, CNIL3) (14)

N; < (CNILo, CNIL,, CNIL,) (15)

4.2 LRI R £
421 MK E

AVISPA (automated validation of internet se-
curity protocols and application) & H &) %61l % 2%
BRI R R 2 A TR, Hpha T
4 FEANF R A difh: shABRA K 2 (OFMC,
on-the-fly model-checker). &1 4 £ o 1 Mo
2 4% (CL-AtSe, constraint-logic-based attack
searcher). FET SAT HIHHLAK K45 (SATMC,
SAT-based model-checker) Fl & [ B UT 114 H
SMHL &AL HT (TA4SP, tree automata based on
automatic approximations for analysis of security
protocol) %,

AVISPA T HEME T B AL A AT R I
1 R PR YE T S HLPSL Chigh-level protocol
specification language), HT-F 5 %4 ] i RIEC A
Gkt HAERL T ZMASF RTINS o, BENS 1 Bk
ITBR TR, IR Dhig GE A I Pp X
Bt A BRANG FRBCRE 21 5L T % i SR i
JiEPY AR I 4 TR

[ R MSOLYE R = (HLPSL) ]

1

[ HLPSL2 [FE#ss ]

HT BB
PSR A
(CL-AtSe)

FT A ShIE R
SAT
ﬁmﬁi@m B 3L 2 2 il
(SATMC) 43#i (TA4SP)
A

\

[ i 4% X(OF) ]

€ 4 AVISPA iy
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422 EAAE
FEFLRPP P 30 A S HE E LA
t, B3 oo F A Now BIAT RN, No, N
e, sk 4 Pros.
423 REGF
A SCARHE SO ) PBFT $5920¢ X T 3 Bl e iy
SORBAEILRIM BUR BT & 24 H AR, ik 5 .
s 1 BB i i, & g 6En
St W5t 2 PR RN sybil TG B 3 EEA
U sybil TR
424 ZA2BAT
H T VP RE Y PBFT A3 LR BM 1) 2 4
PR, BB P A B ) 4> H bR . AVISPA
THAFE T ANF R 7 &on 2 H AR fEASC
R7Ge o 1L N7 M S S 2 B Y (1
1) FEREREPRERE R Q %) i C
A0, JF HAURAE BT R4S T R Noo
secret(Q, t, {C, No})
So, ¢ e d H bR RN
2) KHET request P EHEIAT S Ny M@ T
FAT R N RIZMILVUFE S O, KRBT witness ]
FT R No M RIASTY 5 Ny o3y KA T HLUYE R Q.
request(N¢i 2,31, No, ¢, O)
witness(No, Nyi231, t, O)
h TR LR 2 A AT IR, A SCE X
Tar A HiR.
1) LRI, Y5 No AR om C &
RERIE SRAG B AR, B IR SRAG BAE Sk ok
RIS TR RA 25 HABEIATY £ Ny 3, 77 BEG UE 3275

R X A RebE, B0 AE X B Sk H ) Merkel
ST IER, LA S A 5 AT X E Ay
H, DA =5 p2 75 42 sybil 15 5. H HLSPL
AT
Npy: sercet(o, ¢, ¢)
Ny 23y request(v, n, d, m)
sercet(v, n, d, i)

2) (eSS, BRI 5 #5711
it S AP ALY SRR, Bk sybil T SRt
PUGEE, THIER IR, RIES 1 S5 2E Re
% (R EAT S8 . H HLSPL ik o

Ni: request(CNILy, CNIL,, CNIL3)

N,: request(CNILy, CNIL;, CNIL3)

Nj3: request(CNIL,, CNIL,, CNIL,)
425 FBER

7 AVISPA F1{# Ff OFMC HI CL-AtSe 4> #7 T
Xt PBFT B AR SGHAT 04T, S g 3
Wik s P

& 5 aJ%0, f#/1] OFMC F1 CL-AtSe 73 Hr4i
XT3 PBFT S35 (LU IS 20 AT 45 SR 2 22 4
ff), Bl SUMMARY: SAFE, Jf H.¥%&A &I 1E
Ziol < T PSS I 1R S N1 ) Y R S 7
SUMMARY Pt 4s i/ UNSAFE, Ifif DETAILS
B4 HR8 ATTACK_FOUND.

e R, edk PBFT S0k KR I
HLPSL ¥ s W isONeiE 5 4ol 1F 55 B
{RAF{E PROTOCOL 7Bt 4h thimigitrt, Hicfr4
M hlpslGenFile.if. & 5 H1f#) BACKEND Bt R
SEHG AT B 50 # TR 2R 8, STATISTICS B ik

F4 EXRAEEX
FAH O TS
c role_ ¢(c,Ny,Ni,N»,N3:agent,Ke,Kng,Kn;,Kny,Knjs:public_key,SND,RCV:channel(dy))
No role_No(No,Ni,N»,N3:agent,Ke,Kng,Kn;,Kny,Knj:public_key,CNILO:text,SND,RCV:channel(dy))
N role Ni(No,N1,Na,N5:agent,Kc,Kng,Kn;,Kny,Kns:public_key,CNIL1:text,SND, RCV:channel(dy))
N role N>(No,N1,N»,N5:agent,Kc,Kng,Kn;,Kny,Kns:public_key,CNIL2:text,SND, RCV:channel(dy))
Ns role N3(No,N1,N»,N5:agent,Kc,Kng,Kn;,Kny,Kns:public_key,CNIL3:text,SND, RCV:channel(dy))
5 REFHREX

754! session(c, Ny, N1, N, N3, CNIL,, CNIL,, CNIL,, CNIL;)

Y52 session(c, i, N1, N, N3, CNIL,, CNIL,, CNIL3)

W53 session(c, Ny, i , Na, N3, CNIL,, CNIL,, CNIL3)
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% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL /home/span/span/testsuite/results/hlpslGenFile.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.40s

visitedNodes: 112 nodes

depth: 14 plies

(a) OFMC J7¥4

SUMMARY
SAFE
DETAILS BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL
PROTOCOL
/home/span/span/testsuite/results/hlpslGenFile.if
GOAL
As Specified
BACKEND
CL-AtSe
STATISTICS
Analysed  : 0 states

Reachable : 0O states

Translation: 0.22 seconds Computation: 0.00 seconds

(b) CL-AtSe J7v%

5 DREE RN

AN BT RIS AT AN TA) AR A 2R 1 i B
5 B#E PBFT BERYERES 7 51T

RIS T — AR X HREE RS, E R
FLVUBEHORI AR e X B He iy 3 4y Ty, SRR ER
W Ik AL R B A IB L0 A e X B, T A= i
B2 G A5 B X HesE . JLi e 3 54 B AN [
ALIRETYE, BI PBFT RISt PBFT, SKIGIEAT
Sy~ HERCRIERAS B . RSO AE T & EAUANR]
P ST R R . SRR B ST
Intel Core i5-8265U, 2.60 GHz, 8 GB RAM.

M3 AT TR VP 3k PBFT S0 TERE, 2
WSS R I E AR IN T A R i . A
SIS BT ALY SR O 4. 7. 104 13 R
16, GEit AN 0 3 sv 65 98y 125,
15 s Fl18 so MARGISATIER, Fiih X HbE RSt
] TPS (transaction per second) F14E Bl X B (I 4iE .
5.1 TPS BILLE

FEXHEE RS, TPS &4 RGBS AL
PS54 . TPS /N R T R AL B RE
T

T IR

TPS=—n—F—— 16
FE AT 1o

SEEG 43 S U T AN RS (R T A AN )
X RGN RIEL Yy, FERGRER, B 3s
Goit—IRIX PUBE RGM BRI S 8, ARG AT
o Bl 6 X TAHFMISER -6, PBFT §ikAM
MOk PBFT SEAE AN R E i 310 2 R (1) TPS.

t1 6 nIAN, Y RGUSATI R R 128 #1185 1,
RGP TPS FEARCREFAE [F]— /Ko 2438 4TI 8] 8
15 s I, Hedtf?) PBET 551 TPS ik B sy, 1
%)% 3 850, PBFT 5% 1) TPS ~F¥I(HZ N 2 760,
ek ) PBFT 594160 TPS #2751 T 40% 7544 - 55 PBFT
SRANLL, Sl PBFT S04 TPS Axififdm, JF
HEEHE I BRI 2, TPS R B
e
5.2 AR XERATIEH) EEER

A HEIX BT AE Tenay A28 DX B AZ i B 22 1
ILRSFAT B A RE . I A R R AR
SR HAT I T ER A, SEIRRCR s . Xk
I A AL IV VE AT I 1) Toonsensuss 155 BRI
FEITH] Toroadeasts  DXHRHAIAE 55 (IFT AL TH] Tackage HH1
DX B (IR 8] Toonfirmo

T, delay =T consensus T T broadcast+T package+T confirm (1 7)

Bﬁ%ﬂ‘]ﬁﬁﬂéiﬁ& EE Tconsensus ﬂi[] Tbroadcast éﬂﬁi’ ﬁﬁ
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—8—PBTF-3 s —o—PBTF-6 s ——PBTF-9s —#— PBTF-12s — PBTF-15s —— PBTF-18s
4500 —a— YPBTF-3 s—e— H#PBTF-6 s —A— f{#EPBTF-9s —a— I(i#PBTF-12 s—— P{#PBTF-15 s —— (i3kPBTF-18 s
¢}
=9
F

SR R

6 2 FHEEA A

Thackage B Teonfirm 1] A2 o ZEAHFIWSEEG V-6 F,
AN Gt T PBFT Sk NGl PBFT $324E
AR E ST R AR X BRI AE , a7 TR

M 7 AT40, SO PBFT Sk rh iR i
Jl X BRI 4E L PBFT 94 3% 4k Lk T 10 ms 42
A, I HREE LU BRI 2, FER AT
DX R ] SaE gk /> PRI 5 R B I BE ek, JE AR AT I )
15 s I, AR HR IR I e gk e % o DAL E i
HHCSCE (1) PBFT S0 /0 A5 B DX B (1) ) 928 7 T 4
HILKHIHET
53 KRS RER L

7E PBFT S0E M1 3 N EZE B, 7EMHERBY
BT 1) pre-prepare 4 B 25 HADEA &1, il

FLRTT S TPS X Lk

HFREC (n—1) ;s FEHERIYBL, AN S LAl
Rk parepare {4 S, S G IXECH n(n-1) 5 1E
PRI B, AT LAY 25T R commit TS
WA RB A n(n—1) . PBFT S ROl 5 Ik E A
@2n* —n-1), BIEIERN O0)

SO PBFT SE3ELE 19 s AT R i A o
AN T SEZHEM U, HFHN T pre-commit
By B, DA k3t PBFT 45925 M i 3015 I Bk
(n° +2n —3) o BLAR SO B9 1) IN ) 52 2 AT 4 R
o) > AHJRA> T 15 s AR IR EL

6 ZERiE

ASCUE T sybil Brdoxt KECEERE T, 8T

—8—-PBTF-3s ——PBTF-65 ——PBTF-9s

—u— UGHEPBTF-3 s—— UfEPBTF-65 —A— BGHEPBTFE-9 s —h— HiPBTF-12 s—y— i #EPBTE-15 s —— MC#kPBTF-18 s

—#— PBTF-12s —— PBTF-18s

—7— PBTF-15s

180

i} %E/ms

10 12 14 16

FERAT R B
K72 B A RIBCR SR ni A X R I SE X B
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TEMYIE sybil ML RIAL . AHRH T
— PR B X HBE s sybil Bk, (5%
FE TR UE B (SRR UEARAE PBFT S In A7 2%
B, R AU RS RCE 5 A (045 2 A
XV, AR T SRS ZE R T R A BCAS [F] (AL
&, ARSI S R, ANFEY S AR
(R ZEAY H . S PBFT SRR T o0, MRt
TP U RT A5 PR A T 0% 22 A 25 e v 1 1 A
/Sl S e I =W i R o R T T B U e LD TN
pre-commit B BE KD 1w (A5 IR EL

IV — AN B RS RATTRE S,
ekt PBFT 8592 5 50 PBFT &%4E TPS. AR RIX
P i R VL S 2R 3 AN 5T TR, 5
BRI,

1) el PBFT SEAERGIBATINHIY 15 s
i, TPS $emim%, ik biaT 40% A4, JF
HBEHE LY S Em S 2, TPS F I
TETREE -

2) Sk PBFT HOAAE LR i sl 4. 4t
TR 15 s B 2R X BRI G il /b e %2, AHEE
PBFT SR X B () B 1B 344 F /b T 29 10 ms.

3) ok PBFT HAHG N T pre-commit F B,
AR TS R P HEFRAE O, (HYED 147 1]
TAF IR EL

RSO Sk PBFT S35 sl 1) e 4kt
T THALIE, T8 S 4 S DL R S UE W sk
(R B S A e P AT AR A 2 411

A TT AL AT LA AT R Hb 7 480 X H
sybil Brifi, i HAFXHREER) TPS AR pX B (1)) 4E
(PIPERE AT, PRIHCAR ST S8 mT DA A2 K 22 £ X B
FERGMIMEREZER, A T LACRUE RG22 A F T e
AR o 45 PRI AR H AU E— 4k PBFT 832,
F#AI% PBFT SVARII T A, fEfRuFIA iR —
PETRTHE YD T s DA 1 I
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